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Abstract— The paper considers the method of user authorization 
in the graphical password system which is based on 
steganographical methods. The authors describes the generalized 
model of user authorization in secure systems with application of 
digital watermarks, the general model of the graphic password 
system, and lists the main requirements for digital watermarks to 
be used in the graphics systems of user authorization for 
protected information and telecommunication resources. 
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I.  INTRODUCTION 
Users have certain difficulties with memorization of 

complex, pseudo – random passwords for a certain period of 
time. Most of them forget the password which is not used 
regularly. The situation when the user has several passwords 
for various systems is a common event today. The user may 
either mix the elements of different passwords or remember the 
password but forget which system it is for. [7]. 

The users generally cope with the problem of password 
memorization by reducing the complexity and the number of 
passwords, thus, increasing the risk of system cracking. The 
strong password must include at least 8 characters, preferably 
random, with upper and lower case characters, figures and 
special symbols. The users have problems with memorization 
of such passwords. In most cases users ignore the 
recommendations and use short, simple passwords which are 
relatively easy to discover. Practice shows that users often 
choose short passwords consisting of family or friends names, 
surnames, names of domestic animals, the word “password” is 
often used, too [7]. To avoid forgetting the password people 
often put them down or use the same password for several 
systems, sometimes with an only figure in the end. 

II. DESCRIPTION OF THE MODEL OF PICTURE PASSWORD 
AUTHENTICATION 

Due to the difficulty of password memorization and due to 
reducing the degree of system protection by the users, various 
institutes and universities all over the world are developing 
picture password systems aimed at releasing the users from 
learning complex passwords and increasing the degree of 
protection of various resources [1,6]. One of the disadvantages 

of the developed picture password systems is that most of them 
are based upon allocation of certain characters to the image 
chosen by the user for authentication. The system of picture 
passwords on the base of digital watermarks suggested below 
is free from this disadvantage due to introducing random 
characters generated by random bit pattern generator [5]. 

The suggested model of digital watermarks for user access 
differentiation to the protected resources applied in building the 
picture password system [10] is shown in Figure 1. 

 
Figure 1 – The generalized model of authentication system 

The system suggests the user choosing the succession of 
graphics files, and then the system impresses a digital 
watermark W on all the suggested graphics files. The mark, 
individual for every graphic object, is transformed in the coder 
for embedding into the authenticated message. The algorithm 
of formation of such watermark structure A is presented as: 



),( WIFA =  

 Where F is a function, depending on I – container 
(graphic file), W is the water mark. 

Then, in the authenticated message originator the 
watermark A structure is build into the graphic container with 
the help of function Z, applying the confidential key K: 

),,( KIAZ =  

Where  is a function, depending on A – watermark 
structure, I is container (graphic file) and K – is the secret key. 

After the user selects the sequence of graphical objects for 
his/her authentication the system channelizes it. In the 
communication channel the authenticated message Y is 
impacted by the penetrator as well as by random and 
intentional noise. As a result of this impact the examination 
device for the watermarks receives the modified message Y. By 
watermark detection algorithm the estimation W’ of the 
watermark is formed: 

),,( KWYGW =′  

Where G – is a function with dependences on Y – modified 
message, W is the watermark, K a secret key. 

User authenticity is determined according to this 
estimation. The possible answers may look as W’ = 1 (message 
authenticity confirmed) or W’ = 0 (message authenticity is not 
confirmed). Also, other messages are possible like 0,5  Wj’  1 
(j—th fragment is likely to be authentic) or 0  Wj’ < 0,5 (j—th 
fragment is likely to be imposed or corrupted by the noises of 
message transfer). When forming the watermark estimation 
there may arise the underflow errors with the message receiver 
[2,10]. 

III. DESCRIPTION OF THE GENERAL MODEL OF THE PICTURE 
PASSWORD SYSTEM 

In comparison to the cryptographic authentication systems 
the system of user authentication based on digital water marks 
has the following peculiarities: 

• the authenticated message and the digital watermark 
imbedded into it are mutually dependent, which means 
that destruction of the first leads to the destruction of the 
second, and if the watermark retains its integrity the 
same happens to the received message; 

• when receiving the corrupted fragment of the message 
the recipient may dismiss the given fragment without 
dismissing the whole message. 

As opposed to the comparative methods the methods of 
authenticity control based on watermarks have significant 
advantages: 

• high resistance to removing the authenticator of the 
authenticated message without destruction of the 
message itself; 

• revealing the unauthorized reproduction of the 
authenticated messages; 

• consistency with the sources of the messages having 
significant statistical dependences and memory, such as 
picture and acoustic signal. 

The received picture password system is based on the 
application of steganographic methods [4] which increase the 
security of the whole authentication system in relation to the 
current picture password systems. The generalized model of 
user registration and authorization is shown in Figure 2 and 
Figure 3. 

The suggested system has the following stages: 
1. Registration of the user: 
• Administrator of the system selects N graphical objects 

to be suggested to the user for authentication; 
• The generator generates random sequences of 

characters including figures and small and capital Latin 
and Cyrillic letters; 

• The steganographic subsystem completes embedding of 
the received sequences in the form of digital watermark 
with the secret key K; 

• The user or the administrator introduces the name of 
the future user. Then the picture password system 
suggests N graphical objects selected by the 
administrator of the system with digital watermarks 
already imbedded into them to select a certain amount 
of them <N and to remember the sequence of their 
choice; 

• The server end of the picture password system bases 
the new user and compares the extracted digital 
watermarks in the form of characters to his/her login. 

 

 
Figure 2.  Registration of a new user  



 
Figure 3.  User identification/authentication in the picture 

password system 
 
2. User authentication: 
• To access the protected resource the client end of the 

picture password system suggests the user to enter 
his/her login and to select the same sequence of 
graphical objects offered by the system as it was done 
during the registration; 

• In the server end the user login and the received digital 
watermarks are compared to the data in the database. If 
the digital watermark is the same as the registered 
sequence the user will enter the system, otherwise the 
system informs about faulty input; 

• In case of successful completion the system generates 
new sequences of symbols and sends them to the client 
end to be further embedded into all present N graphic 
files. The new sequence used as the user password is 
put into the database on the server; 

• When the client end of the system is called next time 
the graphical objects are arranged in random order.  

The algorithm of the digital watermark embedding 
comprises three basic stages [3,4]: 

- Digital watermark generation 
- Digital watermark embedding in the coder 
- Digital watermark detection in the detector. 
Let us consider digital watermark generation. 
Let W*, K*, I* and B* be the set of possible digital 

watermarks, keys, containers and hidden characters 
accordingly. Then/ generation of the digital watermark can be 
presented as follows: 

****: WBKIF →×× ,  ),,( BKIFW =  , 

where I, K, B – represent the corresponding sets. Generally 
speaking function F can be arbitrary but in practice digital 
watermark robustness impose certain restrictions upon it. As, in 
most cases, ),,(),,( BKIFBKIF ε+≈  so the 
insignificantly changed container does not change the digital 
watermark. Function F is usually a composition one: 

GTF = , where ***: CBKG →× and  
***: WICT →× . 

Operator T modifies the codewords C*, which results in 
digital watermark W*. This function may not be imposed the 
restriction of irreversibility as it is ensured by the appropriate 
choice G. Function F must be selected in such a way that the 
empty container I0, the filled container Iw and the 
insignificantly modified filled container wI'  would generate 
the same digital watermark: 

),(),(),( 0 ww ICTICTICT ==  

That means that it must be robust [9] and, accordingly, 
resistant to minor corruptions of the container. 

The process of embedding the digital watermark W(i,j) 
into the initial image I0(i,j) is described as the superposition of 
two signals: 

****: wILWI →××ε  , 
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Where L(i,j) is the mask of digital watermark embedding 
which takes into consideration the characteristics of the human 
visual system and serves for reducing the noticeability of the 
watermark. 

),( jip  is the projection function depending upon the secret 
key K. The aim of the given function is to spread the digital 
watermark through the graphic file. 

The most important part of the steganographic system is 
the stego detector [8]. According to its type it can provide the 
solutions of various number languages about digital watermark 
presence or absence (in the case of soft—decision detector). 



Let us consider a simpler case of “rigid” stego detector. Let us 
denote the operation of detecting through D. Then: 
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IV. CONCLUSION 
From the user authentication models and picture password 

systems described above we can single out the basic 
requirements for the digital watermark systems applied for user 
authorization in the protected systems. The given systems must 
have the following properties: 

• spoofing resistance, i.e. the impossibility for the 
penetrator who does not know the confidential key of 
the signature to form any message with the formally 
correct watermark; 

• practical absence of non—detectable unauthorized 
reproduction of the authenticated message; 

• when several messages with different watermarks are 
embedded into one container, the sequence of signatures 
must be traced and the signatures must not destroy each 
other; 

• the impossibility of repudiation of the signed message 
(for the systems with confidential signature key and 
public verification key); 

• the impossibility for the recipient to form the formally 
correct watermark of the message sender (for the 
systems with confidential signature key and public 
verification key); 

• impossibility of deleting or destroying the watermark 
without destroying the message; 

• watermark resistance to random and intentional noise 
which do not lead to destruction of the information 
content of the authorized message; 

• formation and verification of the message watermark 
does not require the third trusted party; 

• compatibility with the modern methods of transfer, 
storing, cryptographical security and noise resistance 
increase; 

• the opportunity of authorized message processing with 
standard methods (stuffing, scaling, screening, 
compaction, etc.) without destroying the watermarks. 

Safety of the suggested method of user authentication on 
the base of digital watermark will depend upon a number of 
factors: 

• the more graphical objects the system suggests for the 
user to select, the harder is for the penetrator to carry 
out the exhaustive key testing; 

• access to the system must be completed in accordance 
with the strict sequence of the graphical objects selected 
by the user as a password; 

• the minimal succession for authentication must include 
at least three graphical objects; 

• the graphical objects signed with digital watermarks and 
screened for authentication must be deposited only in 
the disk space of the user’s computer and contain only 
the user’s data for authentication in the system. This 
will allow avoiding cracking of the whole system; 

• the user must not have full rights to use the protected 
resource; 

• when digital watermark embedding unformatted 
methods are to be used; 

• at every dialogue box launching the system must 
randomly change the graphical objects screened for 
authentication; 

• after every successful user authentication the digital 
watermarks must be replaced in all graphical objects 
applied for user authentication (using one—time 
passwords); 

• the system must use several embedding methods to be 
resistant to digital watermark cracking. 

The suggested method of picture password has the 
following key features: 

• for the first time digital watermarks are used for user 
identification/authentication in picture password 
systems. 

• graphical objects are changed randomly, which makes 
the system invulnerable when glancing or using the 
keystroke registration programs and programs 
registering the coordinates of the mouse choosing the 
graphical objects. 

• application of digital watermarks as one—time 
passwords make the system invulnerable for network 
packet capture. 

• depositing the graphical objects in the user workplace 
does not allow the penetrator cracking the whole 
system. 

Application of the suggested authentication method allows 
the user faster memorization of the passwords and increases the 
resistance of the picture password systems using the digital 
watermarks to being cracked by penetrators and also reduces 
the user authorization time in the systems. The described 
picture password system applies one—time passwords for 
authorization and, after the user successfully enters the system, 
automatically changes the digital watermarks in the graphical 
objects which surely makes capturing the transmitted sequence 
useless for authorization. 
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